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Guiding Principles
(1) bringing a voice to and serving the victims of cybercrime; 
(2) ensuring victims are connected to local, state and federal law 

enforcement when needed; 
(3) working within existing law enforcement and victim assistance 

systems to enhance service, collaboration and reporting; 
(4) providing effective training based on adult learning principles; and 
(5) promoting education and awareness for all citizens.
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FraudSupport.Org – Mid-October
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BE A PART OF 
SOMETHING BIG
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GET INVOLVED ON SOCIAL MEDIA

Use #CyberAware on Twitter

Like StaySafeOnline on Facebook

Follow @StaySafeOnline on Twitter

JOIN THE #CHATSTC 

TWITTER CHATS EVERY 

THURSDAY IN OCTOBER AT 

3 P.M. EDT/NOON PDT

S TAY SA F EON L I N E .O RG / N C SAM
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Contact NCSA
i n f o @ s t a y s a f e o n l i n e . o r g

S T A Y S A F E O N L I N E . O R G

@ S TAY S A F E O N L I N ES TAY S A F E O N L I N E

S I G N  U P  F O R  O U R  M A I L I N G  L I S T  T O  R E C E I V E  
T H E  L A T E S T  N C S A M  N E W S  A N D  C O N T E N T

S T A Y S A F E O N L I N E . O R G / A B O U T - U S / C O N T A C T - U S

http://www.cybercrimesupport.org/
mailto:info@staysafeonline.org
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What is Cybersecurity?

Take out a piece of paper and pen….
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5 Steps to a Safer Online Life

1.  Identify important devices, data and accounts 
2.  Protect your online life
3.  Detect when something goes wrong
4.  Respond quickly and fix the issue
5.  Recover from a loss 
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Step 1.  Identify important devices, data 
and accounts

What are the most sensitive/important 
devices, data and accounts you have? 
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Phone
Tablet
Exercise Tracker
Home Security
Television
Virtual Assistants

Photos
Facebook
Twitter
Instagram
SnapChat
WhatsApp
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Step 2.  Protect your online life

What are you doing to protect your digital 
life currently?
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Passwords

Two-Factor 

Authentication Back Up
Privacy Settings

VPN (Virtual 
Private Network
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www.twofactorauth.org
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www.LockDownYourLogin.org
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www.LockDownYourLogin.org
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VPN
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Step 3. Detect when something goes wrong

If someone compromised/hacked your 
devices or accounts, how would you know?
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Pop-Up Ads

Device Keeps Running

Friends Get Requests

Unwanted 
Updates or 
Tools Show Up

Anti-Virus
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Step 4.  Respond quickly and fix the issue

How would you respond if your devices, data 
or accounts were hacked? 
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IdentityTheft.gov

Find a Professional

Reset 
Settings

Update and 
Check Apps

FTC.Gov
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Step 5.  Recover from a loss 

What will it take to recover after having your 
data or devices hacked?
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Victimconnect.org
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Idtheftcenter.org
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techsafety.org
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techsafety.org
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Consumer.ftc.gov
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5 Steps to a Safer Online Life

1.  Identify important devices, data and accounts 
2.  Protect your online life
3.  Detect when something goes wrong
4.  Respond quickly and fix the issue
5.  Recover from a loss 
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Continuous Education
Is Key!

Resources are Available!
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